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Course Objectives

Chapter 1—Introduction to Check Point Technology
•	DescribeCheckPoint’sunifiedapproachtonetwork

managementandthekeyelementsofthisarchitecture
•	Designadistributedenvironmentusingthenetworkdetailed

inthecoursetopology
•	 InstalltheSecurityGatewayversionR75inadistributed

environmentusingthenetworkdetailedinthe	
coursetopology

Chapter 2—Deployment Platforms
•	Givennetworkspecifications,performabackupandrestore

thecurrentGatewayinstallationfromthecommandline
•	 Identifycriticalfilesneededtopurgeorbackup,importand

exportusersandgroupsandaddordeleteadministrators
fromthecommandline

•	DeployGatewaysusingsysconfigandcpconfigfromthe
Gatewaycommandline

Chapter 3—Introduction to the Security Policy
•	Giventhenetworktopology,createandconfigurenetwork,

hostandgatewayobjects
•	VerifySICestablishmentbetweentheSecurityManage-

mentServerandtheGatewayusingSmartDashboard
•	CreateabasicRuleBaseinSmartDashboardthatincludes

permissionsforadministrativeusers,externalservices,and
LANoutbounduse

•	ConfigureNATrulesonWebandGatewayservers
•	Evaluateexistingpoliciesandoptimizetherulesbasedon

currentcorporaterequirements
•	MaintaintheSecurityManagementServerwithscheduled

backupsandpolicyversionstoensureseamlessupgrades
withminimaldowntime

CHECK POINT SECURITY ADMINISTRATOR R75

Chapter 4—Monitoring Traffic and Connections
•	UseQueriesinSmartViewTrackertomonitorIPSand

commonnetworktrafficandtroubleshooteventsusing
packetdata

•	Usingpacketdataonagivencorporatenetwork,generate
reports,troubleshootsystemandsecurityissues,and
ensurenetworkfunctionality

•	UsingSmartViewMonitor,configurealertsandtraffic
counters,viewaGateway’sstatus,monitorsuspicious
activityrules,analyzetunnelactivityandmonitorremote
useraccessbasedoncorporaterequirements

Chapter 5—Using SmartUpdate
•	MonitorremoteGatewaysusingSmartUpdatetoevaluate

theneedforupgrades,newinstallations,andlicense
modifications

•	UseSmartUpdatetoapplyupgradepackagestosingleor
multipleVPN-1Gateways

•	UpgradeandattachproductlicensesusingSmartUpdate

Chapter 6—User Management and Authentication
•	Centrallymanageuserstoensureonlyauthenticatedusers

securelyaccessthecorporatenetworkeitherlocallyor
remotely

•	ManageuserstoaccessthecorporateLANbyusing
externaldatabases

Chapter 7—Identity Awareness
•	UseIdentityAwarenesstoprovidegranularlevelaccessto

networkresources
•	AcquireuserinformationusedbytheSecurityGatewayto

controlaccess
•	DefineAccessRolesforuseinanIdentityAwarenessrule
•	 ImplementIdentityAwarenessintheFirewallRuleBase

Chapter 8—Introduction to Check Point VPNs
•	Configureapre-sharedsecretsite-to-siteVPNwith	

partnersites
•	Configurepermanenttunnelsforremoteaccessto

corporateresources
•	ConfigureVPNtunnelsharing,giventhedifferencebetween

host-based,subunit-basedandgateway-basedtunnels
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